Aprisa SR+ Management
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SuperVisor — comprehensive first level web based craft tool

s 4RF SUPERVISOR

Terminal Radio Serial Ethernet Networking Security

TRANSMITTER

TX Frequency (MHz)

{400 to 470 MHz, in 6.25 kHz

steps)
TX Power (dBm) {10 1o 37 dBm, in 1 dB steps)

RECEIVER

RX Frequency (MHz)

{400 to 470 MHz, in 6.25 kHz

steps)
GENERAL

Channel Size (kHz)

Antenna Port Configuration | Single Antenna Dual Port (Duplexer) v |

Ready Radio: Protected Station

© 2014 4RF Limited | Confidential

Aprisa 57

Maintenance Events Software

Modem Mode [ Mode A (ETSI/ ACMA) v |

Modulation Type [ oPsK ~|

ACM Control Fast

ADAPTIVE CODING MODULATION

Modulation Range QPSK (High Gain) To [ 64QAM (Low Gain) v |

Achive Unit: Pimary Logout ADMIM
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Network monitoring using web-based SuperVisor interface

Enables monitoring of entire network from master

Operators can monitor and view network health and investigate issues

£ ARF SUPERVISOR AprisaT?

=)

Terminal Radio Serial Ethernet Networking Security Maintenance Events Software
Alarm E Event Histo Events Setup Traps Setup Alarm /O Setup Event Action Setup Defaults

EVENTS SETUP

I Mame Severity Suppress Lower Limit Upper Limit Units Duration Units
1 PA Cument |eritical ~| | none v

61 PA Driver Current [critical | [ none v

62 PA Siability |waming vl | nong v|

2 TXAGC [ertical ~| | none v

B0 TX Forward Power [waming v| [ none v

3 TX Reverse Power | Warning | | nong W |

4 Temperature Threshold | warning % | | none W | |-3'D | |?5 Celsius

5 TX Synthesizer Not Locked [critical | | none v

Cancel
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SuperVisor — example alarm summary and diagnostics

PRIMARY ALARM SUMMARY TERMINAL PARAMETERS

J Transmitter ” Receiver “ Power Supply II VLAN ” User]

El © Primary
' © Transmit Path
C © Receive Path
| i~ ORSS| Threshold
- @ RX Synthesizer Not Locked Last TX Packet PA Driver Current 34 mA user tab
. ORXCRC Erors Last TX Packet Forward Power 20.0 dBm user tab
& © Radio Interface Path
& © Customer Equipment Interface Path
[+ © Component Failure
' © Diagnostic
‘ © software
' € Alamm Inputs
' @ protection
' © power Supply

Current Temperature 35.9 Celsius user tab
Last TX Packet PA Current 411 mA user tab

4 © 2014 4RF Limited | Confidential .‘: 4RF



Management — monitoring the radio infrastructure

SCADA radio wide network operation,
administration and maintenance is a
necessity — not a nice to have

We manage network switches, routers,
why not radios?
* Industry converging on SNMP, moving
away from proprietary applications
* SNMP is the simple network
management protocol, a unified, open
standard, supported by a wide range of
vendors

5 © 2014 4RF Limited | Confidential

Example: SNMPc from CastleRock
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Management — monitoring the radio infrastructure

We manage network switches, routers, why not SCADA radios?

Industry converging on SNMP, moving away from proprietary applications

SNMP is the simple network management protocol, a unified, open standard,
supported by a very wide range of vendors

The SNMP management application is a central application that monitors available
information from devices attached to a network

The advantage of SNMP is that it provides a standard means to manage devices,
making sense of complex networks

Vendor independence — any device that supports SNMP can be part of the network
SCADA radio devices monitored over a network from a central location
Flags conditions that need administrative attention

Allow remote control of devices

[ 4
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SNMP integration with third party NMS L Aviat

P ~ @ ¢ || @ Airsync Topology Viewer

— =" PROXIMETRY

Summary

Device Data

vuin C A 2%
Name. £
Model RF Aprisa N

Running Firmware 121

Backup Firmware  12.0

Health Status Provisioning
Castle Rock Computing

status Configuration Status
Last Alert Operating Mode.

Terminal Name Base 172162021

1P Address 172462021

Interface Mode Bridge
Radio Information Network Information M e a s s
Compliance Mode  FCC Part 90 c Rs: Network D (FAN)  CAFE

s —

TX Frequency (Hz) 405000000 Node Address .
s W Rawes 4 Network Management Solutions
RX Frequency (Hz) Network Repeater
Channel Size (kH2) 25 i aahaat
Current Modulation b4gamLoCodeGain Inband Management 1
Type Timeout (s)

Device Attributes

PR CEENE B mmr -

| ¥ Maintenance Mode
10.75.1.252 [
|

§4 Comm Enabled

1| W Re-Sync All - W Auto Discovel
09:46:31 31-JUL-1 14:27:39 30-JUL-14

Network Performance

Comm 4RFASR

~_ NEInfo
Ethernet Ports Analogs
[ Senal2 RX Data
ial2 Data RX E

4RF

ETHERNET g e A PROTECT  MGMT
2 1
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MegaSys™ Telenium Manager Task Bar

s

f‘* Telenium Managen E'l_ | b

G¥- CMSIMEGZ - TELEMILMUSER. = _ X | | Admin = Proedsioning = Reporting = | Sueveilance [ Server Tasks = | B = [no Fiker] | 8- - - | o2laam [

i
_I;E Alarm Chrono
0f Alarm Counter
& csm

ne . Reachthru
B Fecord Selector

Telenium Manager task bar displays tasks to start Client Suite applications. It allows
users to

« Launch Telenium applications (tasks). The basic task groups

« Surveillance, Reporting, Admin, Provisioning, and Server Tasks. The Telenium
database can include customized task triggers and others (per licensing)

Start a new session or manage sessions

Change password

Minimize/close applications for current session or for all sessions

Select a filter, disable muting and more...

.. . . [ 4
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MegaSys™ Telenium NMS integration examples

Comm  4F

24.24400 10:25:00 31-JUL-14

T R —
AILD:

Description:

Trend Limits:

Of Change:

LARONS

Alarm eference Status

ROC R/F:

43.60000 Ccels

Rate Of Change:

Date:

10:20:00 31-3UL

Comm  4RFASR

15-MIN Values

9 © 2014 4RF Limited | Confidential

MegaSys.

Mr. Motti Delan
4FF Limited

RE: 5 of vour 4BF Aprisa i ot
Daar Modti,

As you are aware, 4BF has provided us with Aprisa 5P+ devices for integration and testing into our Telenjum
network mansgement system. We have had great success with these products and appreciate your assistance and
responsiveness with the loan of equipment.

Based on the remlts of our testing, we have successfiul developed a Telenhon mode] fior the Apriza SF+ that
inchodes:

The ability to synchronize alanms;

Feceive snd process all sutonomons waps;

Puoll for anslog and PM information held in the equipment;

Successfully issue all relevant provisioning conmmands available in the MIB;

Present equipment level high-resolution graphics.

Please feel fes to provide this information to your customer and should they have amy questions, they are
welcome o contact me dinectly.

Simcersly,
MegaSys Congpuater Technologies
—

1111 — 57t Ave NE, Calgary, AB T2E 982 * phone: (403) 205-0511 Fax: (403) 275-2767

WA, MEZa5YS.C0Mm
’Q®
0



MegaSys™ Telenium NMS integration examples

Logical View
1 Maintenance Mode
K Comm Enabled

Comm 4RFASR

W Re-Sync Al Complete
09:46:31 31-JJL-14
W Test Comm

m Status Card 1

MNE-SMNMPYE

M Auto Discover Complete
14:27:39 30-JUL-14

NE Info

|i System Information

Ethernet Ports

Serial Ports

Alarms

Antenna Interfaces

USB Interfaces

Protect Interface

MGMT Port

Power supply

PM Monitoring

Analogs

Value

Condition

Last Sample Serial2 RX Data

0.000000

Customer Serial2 Data RX Errors

0.000000

Last RX Packet RSSI

-50.8000

Last Sample USBSer RX Data

0.000000

Customer USBSer Data RX Errors

0.000000

Last TX Packet PA Driver Current

279.0000

Last TX Packet Forward Power

34.00000

Last RX Packet SNR

34.10000

Last Sample RX CRC Error

0.000000

Current VDC Power Supply

2424400

Current 3.3 Volts Power Supply

3.344000

Current 5.0 Volts Power Supply

5296000

Current 15.0 Volts Power Supply

13.21000

Last RX Packet Frequency Error

-128.000

Last Sample RF RX Data

0.000000

Last Sample Eth1 RX Data

0.000000

Customer Eth1 Data RX Errors

0.000000

Customer Eth1 Data TX Errors

0.000000

Last Sample Eth2 RX Data

0.000000

Customer Eth2 Data RX Errors

0.000000

— a4ARF Aprisa s=mE

WARNING E)(F‘LD.) JON HAZARD: Do IID’ omm‘c' W llliul)flﬂl'c\ when Ellcul\s ar? Ilw unless area is know to be non-hazardous
-t Al

el RM PROTECT  MGMT A
= [:] [:] [::J [:] |r—] @ [T

4RFAPSRAL0A1
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Proximetry™ Airsync 5 NMS Dashboard

e )| @ https://iot proximetry.com/#|2|Main|DashboardDetails|#[L[TOPO|GetVi O ~ @ € || @ AirSync Topology View

© ALERTS
Total # Alerts:
Critical:
Major:

co~o

Warning:

()

© DEVICE HISTORY

New Registration:
Registration Update:
Configuration Change:

Firmware Upgraded:

Unknown Device Registration:

© T0DO =

Pending: 0
In Progress:
Completed last 7 days: 0

© TASKS -—]

Pending: 0
In Progress:
Completed last 24h: 0

Dashboard has the following elements:

« Top Bar - Always visible with Quick Search, Main Menu, ToDo, docs and account info

11

Left Panel — collapsible panel, for important and most recent events
Right panel — network visual representation (topology or map view) and health.

Bottom bar — network health indicators (configurable) and performance metrics

© 2014 4RF Limited | Confidential
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Proximetry™ Airsync 5 NMS Integration — History Events

e lr\'r}::l ‘ @ https:

fiot.proximetry.com/#[1|DeviceHistory| GetAllDeviceHistory[#[5|_ O ~ @ € ‘

(2 AirSync Topology Viewer | |

File Edit View Faverites Tools Help

Device History (rotat: 122 items)

Sesrch: |UUID / Device Name Event Type: ¥ Select some options

All Device History Events (showing: 135 of 138 filtered)

Event Type Darte/Time - Device UUID Device Name Device Model Capabilities
L Registration Update D4/16/2015 1234 AN~ BSDDSDODADEA 4RF Apriss SR+ 400 MHz f
L Registration Updste Da12015 0840 BN SCEA4084AFA 400 MHZ SASE 4RF Apriss SR+ 400 MHz f
L Registration Update 02/26/2015 12253 PM  BSDDSDODADZA 400 MHZ REMOTE B 4BF Aoriss SR+ 400 MHz f
L Registration Updste D3/26/201512:52 PM  587DFB46312
L Registration Update D/26/2015 1252 PV BCEA4084A2F]
L0 Begistration Update D2r20V2015 02:28 AM ESDDSDODAL
L Registration Update D3/20/2015 08:26 AM ~ 587DFB48312/ Alerts full list otst: 162 tems)
L Registration Updste D2/20/2015 05:28 AN~ BCEA4084A2F — ~ o o

Search: | Alert / Device Name / UUID / Model Status: [] Incl. cleared Severty: [ Critical [ Major K Minar KA Warning

L Registration Update D3/12/2015 0744 AM ~ BSDDSDODAD:
L Regstration Undste 02122015 07:43 AN S27DF048212
L Registration Update 02/12/2015 07:43 AM ~ BCBB4024A2F
L Registration Updste LAMaR015 0538 AM  BSDDSDODapt (NS (SMOWING: 8 of 8 fitered)
L Registration Updste DA/13/2015 0833 AM  5RTDFD48312/ Severity | Ser Date - Clear Date SCC | Alert Device Name Device UUID Device Model
L0 Begisvation Update DEM3IE0saa AN pcBaspsasgr ™ Critica = day sgo o Device Status 400 MHZ REMOTE A S3TDFE463124 4RF Aprisa SR+ 400 MHz
#  Configuration Change DAM12/2015 09:50 AM  628687E4E74 I© waming 2 days ago 1} RSS| Threshold 400 MHZ BASE QCEG4084AZFA 4RF Aprisa SR+ 400 MHz
& o ion Status Changed Dari1/2015 02:30 PM ~ B28687E4E Critical 04/10/2015 10:38 AM o Device Status BeanleBone-BCEAIOICAEEC O108ABSEESCE BeagleSona
L Registration Updste D3/11/2015 09:23 AM  BSDDSDODAD! Critica! 04/10/2015 10:28 AM i Device Stsfus BeagleBone-0018318E3383 BeagleBone
D Registration Update D2M1/2015 0023 AN SEIDER4ERI24 *  oppeg 041052015 10:28 AM 0 Device Ststus SeagleBone-SCEA2EEAS4CE BeagleBone
L Registration Up 117 23 A C Az

Registrafion Update DIMV2M5 0923 AM  BCBB4B4AZE | . CaD/015 10:32 AM - ) _ - - ; BeegieSons
L Registration Updste D3/05/201512:00PM  B5DDSDODAD! o ) _ _ .

" Critica 04/10/2015 10:33 AM i Device Stsfus BesgleBone-BCAAZOECATES SAT2C138840C BasgleBone

L Registration Update D3MB/2015 1200 PM  5STDFE4E312)
. " critica 04/02/2015 11:07 AM o Device Ststus BesgleBone-SCHAZEECA1SE SE40CEBE2004 BesgleBone

Begistration Update 200 P BCEB4084A2F
a ¢ ion Status Changed 2015 10:53 AM ~ B2BBSTE4ET42 BesaleSone-BCBAZE5A54CE BeagleSone 1
#  Configurstion Change D2D4/2015 1058 AM ~ B28ASTE4ET42 BesgleBone-BCOAZISA5ACH BeagleSone 1
#  Configurstion Change D3/D4/2015 10:97 AM ~ B28BSTE4ET42 BesgleBone-BLOAZISASACH BeagleSone 1
& ¢ Status Changed Q20472015 10:27 AM 22637E4ETR Sone BCEAZDSAS BeagleSens 1
a ¢ ion Status Changed D2/04/2015 09:58 AM ~ B2BBSTE4ET42 BesaleSone-BCBAZE5A54CE BeagleSone 1

All events in the system are logged for further auditing categories:
« User History, Device History and Alerts History

.. . . [ 4
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Proximetry™ Airsync 5 NMS Integration — Monitoring Radios

400 MHZ BASE

Summary Aleris Provisioning
Device Data

uuiD 9CB64984A2FA

Name 400 MHZ BASE

Model 4RF Aprisa SR+400 ...

Running Firmware

Backup Firmware

Health Status

121
120

Provisioning

Status
Last Alert

Active

1d2h3m5as
3d1h45mdss

Radio Information

Configuration Status
Operating Mode
Terminal Name

IP Address

Interface Mode

QOut of Sync
Base

Base 172.16.20.21
172.16.20.21
Bridge

Network Information

Compliance Mode
TX Frequency (Hz)
TX Power (dBm)

RX Frequency (Hz)
Channel Size (kHz)

Current Medulation
Type

FCC Part 90 Ic Rss 119
405000000

30

425000000

25
64gamlLoCodeGain

Device Attributes

Network ID (FAN)
Node Address
Network Radius
Network Repeater
Proximity

Inband Management

Inband Management
Timeout (s)

CAFE
0.0.00

1

No Repeater
Enabled

10

DELETE DEVICE

Network Performance

TOPOLOGY | STATS | MAP
4 »

Total # of Devices:
# of Problem Devices: 114
# of Wamning Devices: 17

zoom

100%

# of Under Maintenance Devices: 1

Topology view of NMS with two base/master stations and their attached remote radios.

Device (bold green in topology) monitoring information

13
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Proximetry™ Airsync 5 NMS Integration — Monitoring Radios

) - .
QC) @ hittps://iot. proximetry.com/=[2|CM|GetDeviceViewByUUID|uuid=0¢B64 O ~ @ & | @ Airsync Topology Viewer

400 MHZ BASE P

Summary

Device Data

uuiD 9CB64984A2FA

Name 400 MHZ BASE

Model 4RF Aprisa SR+ 400...

Running Firmware ~ 1.2.1

Backup Firmware 120

Health Status Provisioning

Status Active Configuration Status  Out of Sync
1hi6m24s

Last Alert 3d9h58m16s Operating Mode Base

Terminal Name Base 172.16.20.21

IP Address 172.16.20.21

Interface Mode Bridge

Radio Information Network Information

Compliance Mode FCCPart90IcRss 119 Network ID (FAN) CAFE
TX Frequency (Hz) 405000000 Node Address 0.0.0.0

TX Power (dBm) 30 Network Radius 1

RX Frequency (Hz) 425000000 Network Repeater No Repeater

Proximity

Channel Size (kHz) 25 Inband Management  Enabled

Current Modulation ~ 64gamLoCodeGain Inband Management 10
Type Timeout (s)

Device Attributes

[
Y

X

Current RSSI [dBm]

-100

® Current RSSI [dBm] @

-110
11:20 pm 11:30 pm 11:40 pm 11:50 pm 12:00 am 12:10 am 1

2:20 am 12:30 am 12:40 am 12:50 am 01:00 am 01:10 am

Current Temperature [Celsius]

[l

xfﬂ\ﬂxﬂm i fman AR -

Current view from: 05/26/2015 11:18:08 PM i} to: 05/27/2015 01:16:08 AM i} View last Sm | 15m | 1h|8h | 12h | 1d | 1w

TR |

3
s L. LA,
02:00 04:00 06:00 08:00 10:00 12:00 02:00 04:00 06:00 08:00 10:00 12:00
am am am am am pm pm pm pm pm pm am
< - - >
05/26/2015 01:16:08 AM @ Data Range 05/27/2015 01:16:08 AM @

MAP

Monitored
Parameters

Current Temperature
[Celsius]

Last RX Pscket RSS|
[d8m]

[ Last Sample RX CRC Error
[Rstio]

Last Sample RF RX Dats
[Count]

Last Sample Eth1 RX Data
[Count]

Customer Etn1 Data RX |
|EmorsRati]

(Customer Etn1 Data TX |
ErosRsti]

[ Last Ssmple £th2 RX Dats
ount]

Customer Eth2 Data RX
| Errors [Ratio]

[ Customer Etn2 Data Tx
| Errors [Ratio]

Dats [Count]

Custamer Serisl1 Data RX

[Last Ssmple Serialt RX ‘
Errors [Rstio] }

Last TX Packet PA Current
[mA]

[ Last TX Packet AGC [mV] |

Last TX Packet Reverse
Poweer [dB]

The statistics viewer can be launched by selecting the STATS option placed in the top-

right corner of the device view

14 © 2014 4RF Limited | Confidential
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Proximetry™ Airsync 5 NMS Integration — Radios Configuration

Devices (showing: 2 of 2 filtered)

| |DeviceuUID | Device Name | Owner | Device Model Capabilities stat Group Configuration Change
E B5SDD5DODADSA 400 MHZ REMOTE B .
E SCBEE4034A0FA 400 MHZ BASE Gmup conﬁgurﬂ“ﬂﬂ Change Available configuration parameters
Awailable configuration parameters S',’Etel""l Device Radio
System Device Radio .
Network Actions Ethemet Port 1
Network Actions Ethemet Port 1
Ethemet Port 2 Serial Port 1 Serial Port 2 Ethernet Port 2 Serial Port 1 Serial Port 2
Polling Traffic Shaping Connection Polling Trafiic Shaping Connection
Operating Mode: . .
Compliance Mode: [select an option v
Terminal Name:
1P Address: TX Frequency (Hz):
Subnet Mask: TX Power {(dBm):
Interface Mode:

RX Frequency (Hz):

Channel Size (kHz): [Select an option W

Devices can be configured individually or in groups

15 © 2014 4RF Limited | Confidential .': 4RF



Network operations centres

SNMP managers can be used in small to medium scale systems while ‘managers of
managers’, such as Netcool from IBM, are used in large systems, gathering and
collating reports from other managers via a north bound interface

- . . [ 4
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Summary

Evolving IP SCADA requirements are driving proven conservative
radio technology forward to meet 215t century needs

New developments in narrow band radio technology now providing
speeds of more than 200 kbps with built in security and management

Ethernet
Management =

i —
| Protocolss
Questions? D
I
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